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Manipolazione e disordini informativi





Niente di nuovo sotto il sole?



1: Le bugie sono più veloci

❖ Dataset: ~126,000 storie pubblicate su Twitter da ~3 milioni di persone più di 
4,5 milioni di volte.

❖ Lo studio considera notizie classificate come vere o false considerando come 
fonte 6 organizzazioni indipendenti di 'fact-checker' con una concordanza del 
95 - 98%

S.Vosoughi, D. Roy, S. Aral, The spread of true and false news online, in Science, 09 mar 2018: 1146-1151
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❖ Falsehood diffused significantly farther, faster, deeper, and more broadly than the 
truth in all categories of information



S.Vosoughi, D. Roy, S. Aral, The spread of true and false news online, in Science, 09 mar 2018: 1146-1151

❖ Effects were more pronounced for false political news than for false news about 
terrorism, natural disasters, science, urban legends, or financial information.



2: Sfruttamento delle camere d'eco
❖ La metafora delle "camere d'eco" introdotta da Cass Sunstein nel 2001

❖ Gruppi di individui simili che rafforzano recipricamente il proprio 
punto di vista

❖ Molti fattori

❖ omofilia (selezione & influenza)

❖ bias di conferma

❖ effetto Back-fire

❖ effetto di ipercorrezione 

❖ effetto carrozzone

❖ …



polarizzazione (politica) sui social

Conover, M. & Ratkiewicz, J. & Francisco, M. & Gonçalves, B. & Menczer, F. & Flammini, A. (2011). Political Polarization on Twitter. Fifth International 
AAAI Conference on Weblogs and Social Media



la misinformazione alimenta la polarizzazione

A. Bessi, …., G. Caldarelli, W. Quattrociocchi, Viral Misinformation: The Role of Homophily and Polarization, WWW 2015 Companion, 
May 18–22, 2015, Florence, Italy. 

Users engagement correlates with the number 
of friends having similar consumption patterns
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homophily!



… e la polarizzazione rafforza la diffusione della misinformazione

M. Del Vicario, A. Bessi, F. Zollo, F. Petroni, A. Scala, G. Caldarelli, H. E. Stanley, W. Quattrociocchi, Echo chambers in the age of 
misinformation, PNAS, Jan 2016, 113 (3) 554-559; DOI: 10.1073/pnas.1517441113

A data-driven percolation model of rumor spreading that demonstrates that 
homogeneity and polarization are the main determinants for predicting cascades’ size



3. il ruolo delle emozioni nei testi

S.Vosoughi, D. Roy, S. Aral, The spread of true and false news online, in Science, 09 mar 2018: 1146-1151

❖ False news more novel than true news, which 
suggests that people were more likely to share 
novel information

❖ False stories inspired fear, disgust, and 
surprise in replies, true stories inspired 
anticipation, sadness, joy, and trust.



The role of emotions
❖ Large-scale social data collected during the 

Catalan referendum for independence on October 
1, 2017, consisting of nearly 4 millions Twitter 
posts generated by almost 1 million users;

❖ Two polarized groups: Independentists vs 
Constitutionalists 

❖ Structural and emotional roles played by social 
bots

❖ Bots act from peripheral areas to target 
influential humans of both groups;

❖ Bots bombard Independentists with violent 
contents, increasing their exposure to 
negative and inflammatory narratives, and 
exacerbating social conflict online.

M. Stella, E. Ferrara, M. Di Domenico, Bots increase exposure to negative and inflammatory content in online social systems, PNAS, 
Dec. 4, 2018, Vol. 115, no. 49, 12435–12440. www.pnas.org/cgi/doi/10.1073/pnas.1803470115

http://www.pnas.org/cgi/doi/10.1073/pnas.1803470115


4. il ruolo dei social bot



Lo strano caso Lajello



Lo strano caso Lajello

❖ A simple spambot can take power in a 
social network



Lo strano caso Lajello

❖ A simple spambot can take power in a 
social network

❖ A seed of polarization found in pre-
existing network structure 



Lo strano caso Lajello

❖ A simple spambot can take power in a 
social network

❖ A seed of polarization found in pre-
existing network structure 

❖ … also the structure changed after our 
experiment was run!



Lo strano caso Lajello

❖ A simple spambot can take power in a 
social network

❖ A seed of polarization found in pre-
existing network structure 

❖ … also the structure changed after our 
experiment was run!

❖ What if the real identity and 
motivations of Lajello were fact-
checked?



The spread of low-credibility content by social bots

❖ 14 million messages spreading 400 thousand articles on Twitter during ten 
months in 2016 and 2017

❖ Social bots played a disproportionate role in spreading articles from low-
credibility sources. 

❖ Bots amplify such content in the early spreading moments, before an article 
goes viral. 

❖ They also target users with many followers through replies and mentions. 
Humans are vulnerable to this manipulation, resharing content posted by bots.

Shao, C., Ciampaglia, G.L., Varol, O.,  Yang, K.C., Flammini, A., Menczer, F., The spread of low-credibility content by social bots. Nat 
Commun 9, 4787 (2018). https://doi.org/10.1038/s41467-018-06930-7



BotSlayer and Botometer (IU)

❖ BotSlayer: it tracks and detect potential manipulation of 
information spreading on Twitter

❖ Botometer (formerly known as BotOrNot) :checks the 
activity of a Twitter account and gives it a score. Higher 
scores mean more bot-like activity.

https://botometer.osome.iu.edu 

https://osome.iuni.iu.edu/tools/botslayer/ 

https://botometer.osome.iu.edu
https://osome.iuni.iu.edu/tools/botslayer/


…but humans should be blamed the most

Shao, C., Ciampaglia, G.L., Varol, O.,  Yang, K.C., Flammini, A., Menczer, F., The spread of low-credibility content by social bots. Nat 
Commun 9, 4787 (2018). https://doi.org/10.1038/s41467-018-06930-7



The Hype Machine
❖ Prevalence of fake-news and role of social bots in 

spreading misinformation

❖ Bots share novel fake news and retweet it broadly

❖ Bots mention influential humans incessantly

❖ The strategy works when influential people are 
fooled into sharing the content.

❖ Misleading humans is the ultimate goal of any 
misinformation campaign

https://www.salon.com/2020/09/27/fake-news-bots-spreading-misinformation-2020-election-propaganda/ 

https://www.salon.com/2020/09/27/fake-news-bots-spreading-misinformation-2020-election-propaganda/










Il dibattito italiano sull'immigrazione  
(agosto 2018-luglio 2019)

Vilella, S., Lai, M., Paolotti, D., Ruffo, G. (2020). Immigration as a Divisive Topic: Clusters and Content Diffusion in the Italian Twitter Debate. 
Future Internet. 12. 173.  https://doi.org/10.3390/fi12100173 

Vilella, S., Semeraro, A., Paolotti, D., Ruffo, G. (2022). Measuring user engagement with low credibility media sources in a controversial online 
debate. EPJ Data Sci. 11, 29 (2022). https://doi.org/10.1140/epjds/s13688-022-00342-w 

https://doi.org/10.3390/fi12100173
https://doi.org/10.1140/epjds/s13688-022-00342-w


Dati e obiettivi
❖ collezione di 6 M di tweet relativi al dibattito sull'immigrazione in Italia, che si è tenuto tra il 2018 ed il 2019 anche sui social - raccolti 

cercando per termini quanto più possibilmente neutri: "migranti", "immigrati", "immigrazione" 

❖ Obiettivo: studiare le dinamiche di interazione

❖ si formano camere d'eco?

❖ ci sono gruppi riconducibili a posizioni politiche?

❖ il dibattito è polarizzato?

❖ quali informazioni si diffondono e come?

❖ quali fonti sono usate? 

❖ i gruppi (comunità) si differenziano anche in virtù delle fonti usate?

❖ diversi gradi di credibilità delle fonti si correlano a diversi comportamenti di fruizione dell'informazione da parte degli utenti?

❖ che ruolo hanno gli account che sono (o sembrano) controllati da un bot?

❖ quali sono le condizioni - tra quelle suddette - che aumentano la probabilità di successo (in termini di diffusione) di una notizia? 























Fonti poco credibili 250 fonti molto popolari senza  
le fonti poco credibili 
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