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Fake News and Social Media:

an unbreakable bond?

Overview on current research trends

. Age of misinformation:
an interdisciplinary outlook on fake news 17 December 2020
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"... much remains unknown regarding the vulnerabilities of individuals, institutions,
and society to manipulations by malicious actors.”



Prevalence

* Many observed that false stories in social media are more successful (in
numbers and speed) than true stories

* Which are the key factors?

+ Who 1s to blame: bots or humans?



lies are ftaster than truth

“ Dataset: ~126,000 stories tweeted by ~3 million people more than 4.5 million
times.

“ News classified as true or false using six independent fact-checking
organizations that exhibited 95 to 98% agreement on the classifications.

S.Vosoughi, D. Roy, S. Aral, The spread of true and false news online, in Science, 09 mar 2018: 1146-1151
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* Falsehood diffused significantly farther, faster, deeper, and more broadly than the

truth in all categories of information

S.Vosoughi, D. Roy, S. Aral, The spread of true and false news online, in Science, 09 mar 2018: 1146-1151



Novelty and emotions
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Novelty

* False stories inspired fear, disgust, and
surprise in replies, true stories inspired
anticipation, sadness, joy, and trust.

+ False news more novel than true news, which
suggests that people were more likely to share
novel information
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S.Vosoughi, D. Roy, S. Aral, The spread of true and false news online, in Science, 09 mar 2018: 1146-1151



The role of emotions
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* Large-scale social data collected during the verguegza
Catalan referendum for independence on October
1, 2017, consisting of nearly 4 millions Twitter
posts generated by almost 1 million users;
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* Two polarized groups: Independentists vs
Constitutionalists
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# Structural and emotional roles played by social
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influential humans of both groups;
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* Bots bombard Independentists with violent -
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negative and inflammatory narratives, and llangssanas rajoyppeulpable

exacerbating social conflict online.

M. Stella, E. Ferrara, M. Di Domenico, Bots increase exposure to negative and inflammatory content in online social systems, PNAS,
Dec. 4, 2018, Vol. 115, no. 49, 12435-12440. www.pnas.org/cgi/doi/10.1073 / pnas.1803470115



http://www.pnas.org/cgi/doi/10.1073/pnas.1803470115

The role of social bots

* 14 million messages spreading 400 thousand articles on Twitter during ten
months in 2016 and 2017

* Social bots played a disproportionate role in spreading articles from low-
credibility sources.

* Bots amplify such content in the early spreading moments, before an article
goes viral.

* They also target users with many followers through replies and mentions.
Humans are vulnerable to this manipulation, resharing content posted by bots.

Shao, C., Ciampaglia, G.L., Varol, O., Yang, K.C., Flammini, A., Menczer, E,, The spread of low-credibility content by social bots. Nat
Commun 9, 4787 (2018). https:/ /doi.org/10.1038 / s41467-018-06930-7



...but humans should be blamed the most

o

Pr(x)

1.0 104
- 0.8
> 103
2
- 06 o )
b= I
G 102 2
e @
- 04 8 - £
w p—
@ = 10!
- 0.2 =
| _
. - 0.0 10°
0.10 0.05 0.00 0.0 0.2 0.4 0.6 0.8 1.0

Pr(ylx < threshold) Bot score of retweeter, x

Shao, C., Ciampaglia, G.L., Varol, O., Yang, K.C., Flammini, A., Menczer, F., The spread of low-credibility content by social bots. Nat
Commun 9, 4787 (2018). https:/ /doi.org/10.1038 / s41467-018-06930-7



BotSlayer and Botometer (1U)

“ BotSlayer: it tracks and detect potential manipulation of
information spreading on Twitter

https: / /osome.iuni.iu.edu /tools /botslayer /

“ Botometer (formerly known as BotOrNot) :checks the
activity of a Twitter account and gives it a score. Higher

scores mean more bot-like activity.

https:/ /botometer.osome.iu.edu



https://botometer.osome.iu.edu
https://osome.iuni.iu.edu/tools/botslayer/

T'he Hype Machine

Prevalence of fake-news and role of social bots in How Social Media Distupts Our Elsctions,
. o=y . Our Economy, and Our Health—and How We Must Adapt
spreading misinformation
Bots share novel fake news and retweet it broadly T H E
Bots mention influential humans incessantly I H Y P %

The strategy works when influential people are
fooled into sharing the content.

MACHINE

SINAN ARAL

Misleading humans is the ultimate goal of any
misinformation campaign

https:/ /www.salon.com /2020/09 /27 / fake-news-bots-spreading-misinformation-2020-election-propaganda /



https://www.salon.com/2020/09/27/fake-news-bots-spreading-misinformation-2020-election-propaganda/

Potenual interventions

“ How can we empower individuals?
« fact-checking, whose efficacy is disputed
* education, to improve individual evaluation of the quality of information
“ Ho can we prevent individuals” exposure to fake news?
* adjusting social media business models to increase emphasis on quality information
“ reducing personalization and 'echo-chambers' effects
* removing accounts associated to bots, when they are found

* Identification of bots is a moving target and will therefore remain major ongoing research
challenge

“ Content curation decisions are subject to many ethical considerations



“Free communication is not free. By decreasing the cost of
information, we have decreased its value and invited its adulteration.
To restore the health of our information ecosystem, we must
understand the vulnerabilities of our overwhelmed minds and how
the economics of information can be leveraged to protect us from
being misled.”

-Filippo Menczer,
https:/[www.scientificamerican.com/article/information-overload-helps-fake-news-spread-and-social-
media-knows-it/
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